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éndryptlon

: s \NEP and Temporal Key Integrity Protocol Message lntegnty Check (TKIP MIC) RC4
40, 104 and 128 bits
~"(both static and ‘shared keys) - '
- @ Advanced Encryption Standard (AES) CBC, CCM Counter Mode with Clpher Block
- Chaining Message '

Autheritication Code Protocol (CCMP)

=S: DES- .CBC, 3DES i ' ’ :
 Secure Sockets Layer (SSL) and Transport Layer Secunty (TLS) RC4 128-bit and
SA. 1024- and 2048-bit .

and Adcduntmg (AAA)-

- @ RFC 2716 PPP EAP-TLS .
@ RFC 2865 RADIUS Authentlcatlon

@ Web-based authentication
@ TACACS support for management users

REC 2548 lvllcrosoft Vendor-Specmc RADlUS Attnbutes

® RFC 2866 RADIUS Accounting _

© RFC 2867 RADIUS Tunnel Accountrng

9 RFC 3576 Dynamic AutHorization Extensions to RADIUS
‘® RFC 3579 RADIUS Support for EAP

© RFC 3580 IEEE 802.1X RADIUS Guidelines

© RFC 3748 Extensible Authentication Protocol

Management =

Ve

- RFC 854 Telnet i
'RFC 1155 Management lnformatron for TCP/lP-Based lnternets
;RFC 1156 MIB . i

RFC 1157 SNMP

. RFC 2665 Ethernet-Like Interface types MIB

- RFC 3164 Syslog

-RFC 3636 Definitions of Managed Objects for IEEE 802 3 MAUs

SNMP v1, v2¢, v3

RFC 1213 SNMP MIB Il
RFC 1350 TFTP
RFC 1643 Ethernet MIB
RFC 2030 SNTP
RFC 2616 HTTP

RFC 2674 Definitions of Managed Objects for Bridges with Traffic Classes, Multicast
Filtering, and Virtual .

Extensions -

RFC 2819 RMON MIB

RFC 2863 Interfaces Group MIB

RFC 3414 User-Based Security Model (USM) for SNMPv3
RFC 3418 MIB for SNMP .

private MIBs

Management Interfaces

® Designed for use with, Wireless Control System - .
® Web-based: HTTP/HTTPS individual device manager :
O Command-line interface: Telnet SSH serial port ' '

Interfaces and Indicators

@ Console port: RJ-45 connector
@ Network: Four 1 Gbps Ethernet (RJ-45) :
® LED indicators: Link Activity (each 1 Glgablt Ethernet port), Power, Status, Alarm

Physical and. Dimensions: 1.73 x 8.00 x 6.75 in. (43.9 X 203.2 x 271.5mm)
Environmental Weight: 3.5 Ibs (with power supply)
Temperature:
\gea L
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